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Security is critical to
your loT solution

AT&T Control Center-
Advanced Security
Features at your
fingertips:

Incidents of compromised loT security is on the rise

Over the last 3 years, AT&T has
observed an increase in loT threat-
related traffic. There will always be
those who have malicious intents
towards your operations — whether
to profit from, exploit, or simply
vandalize for amusement. And
every day, news headlines continue
to highlight hacks and exploits of
not only critical data hosted on
servers, but of everyday devices
and systems that are a part of our
everyday lives. The sheer ubiquity
of loT devices means they're
vulnerable to exploitation.

AT&T Control Center Security
is uniquely qualified to protect
your loT devices and data

by implementing a suite of

security features. With a robust
strategy and governance,
device management, and an
understanding of the sheer

multitude of loT device endpoints,

AT&T Control Center is aptly
qualified to keep your connected
devices safe and secure.

Our security solutions work for
any level of enterprise because
AT&T Control Center implements
a multi-layered approach to
security. Whether you're a start-up
or a fortune 500 company, your
loT endpoints will be protected
because we understand the
varying nature of loT devices, the
range of connection types, and
the need for secure data.

- IMEI Whitelisting -

Detect unauthorized
devices from accessing
your system by denying
data service, disabling
device, or changing
communication details.

- Secure SIM - Prevent

unauthorized access by
requesting a credentials
authentication.

- |P Authentication -

Restrict access to only a
range of IP addresses.

- Split APN - Employ a

firewall on a device pointed
towards the Internet.

- Voice Whitelisting -

Restrict voice traffic to
authorized devices.

- SMS Whitelisting - Restrict

SMS traffic between
authorized devices and
back-ends only.

AT&T Control Center,
powered by Cisco Jasper
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The Benefits of AT&T Control Center Security

When you choose AT&T for your loT security needs, you're working from a platform that makes a difference.
AT&T understands that technology is constantly evolving and growing at an accelerated rate. Today’s technology
just won't cut it for tomorrow’s needs. To keep up, you need the platform that’s always looking towards the future
of loT technology. Our expertise, ability to analyze new threats, and visibility in the marketplace makes us a key
partner in accelerationg your loT business growth.

But don’t just take our word for it
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To learn more about how AT&T Control Center can help improve efficiencies,
grow your business, and more, contact your AT&T representative today.

AT&T network

The AT&T network supports integrated systems with a single, highly secure network with
nationwide service and redundancies. Take advantage of our progressive and
ever-improving network to drive innovation for your business.

Learn more about what AT&T Control Center can do for your business.

Contact: ‘ ‘ Email: ‘

Phone:

visit: att.com/iot

*as of February 2017

© 2017 AT&T Intellectual Property. All rights reserved. AT&T, the Global logo and other marks are trademarks and service marks of AT&T
Intellectual Property and/or AT&T affiliated companies. All other marks contained herein are the property of their respective owners..

The information contained herein is not an offer, commitment, representation or warranty by AT&T and is subject to change.. | 10512-062717

PRODUCT BRIEF



	Contact: 
	Email: 
	Phone: 


