












connected to the MODEM and may travel 
on to the router’s WAN port via the Ethernet 
cable. The results could be devastating. In 
such a case the MODEM and router may 
not be the only victims. One must also 
consider downstream switches and other 
networked components. A relatively easy 
and inexpensive solution: Insert a media 
converter at each end of a short length of 
fiber optic cable. Now there is no electrical 
path between the component at risk (the 
MODEM) and the valuable assets (the 
router and other networked equipment.) 
The photo shows one end of the “light gap” 
– at the MODEM. A second media converter 
would be located at the router. The same 
principle was used to protect the path from 
IP CCTV camera located on a radio tower 
adjacent to the building. It’s not difficult to 

 Another means to break the electric path between devices near the perimeter of the building 
is “radio.” One may use a microwave path or a device as simple (and effective) as a Peplink 
Device Connector. In the latter case the device connector acts as a wi-fi bridge between the 
device that is at risk and the on-premise wi-fi network. Easy! 
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imagine the damage to network infrastruc-
ture that could result from a lightning 
strike to a 30m high steel tower. 



The third method to protect our network is 
to position the vital components in such a 
manner so as to protect them from 
threats. And, this is the strategy we’ll use 
as we consider how we’ll install the 
antenna(s) for the Balance 20X router. In 
the simplest case we may find that the 
antennas furnished with the router may 
be quite sufficient. If so, that makes things 
quite easy. Often, however, more complex 
antennas must be employed. Where 
should we place these antennas? We 
often see recommendations such as “high 
and in the clear.” Indeed, in considering 
performance (alone) that is a good strate-
gy. But performance often increases risk. 

Recommendation: Try to situate the anten-
na (or antennas) as low as possible 
consistent with adequate performance. 
Use existing structures to shield the anten-
na from lightning if possible. In the example 
case some easy experiments were under-
taken before final positioning. Fortunately, in 
this suburban environment cellular signals 
from multiple carriers were strong. While the 
antennas furnished with the Balance 20X 
were sufficient, it was found that adding 
antennas, one for each module, brought the 
signal levels and quality up to a point where 
excellent throughput was obtained. The 
“back-up plan” was to place them in the 
building’s attic but this was not required. 

Conventional wisdom strongly suggests using a lightning suppression device on all antenna 
transmission lines. While this is certainly a good practice experience has shown the results 
are not always as promised – even when high quality devices are employed. Indeed, no such 
device will protect against a direct strike. Shielding the antenna from such a phenomenon, or 
“making it invisible” to the forces of nature will yield far greater – and more certain – benefits. 03
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Acquiring, installing and properly configuring a SD-WAN 
router is an important step to take in ensuring the continui-
ty of the enterprise. Indeed, many stop there and do little 
else. However, this paper has outlined various strategies 
to help optimize the chances of survival of the data com-
munications system: ensuring the continuity of good 
quality primary power and protection against lightning on 
utility power lines, WAN circuits and the router’s cellular 
antenna. Recommendation: Take every reasonable step to 
ensure survivability and reliability – even if resources 
permit this only to be done over time. 
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